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Building Real-Time Systems of Systems  

SigmaXG – OUR PLATFORM FOR SYSTEM-OF-SYSTEMS ENGINEERING  

 

AUTHOR: JACCO WESSELIUS

INTRODUCTION 

The time that systems worked stand-alone is history. Ubiquitous networks connect systems into complex webs 

of processing and storage nodes. When we speak of systems, we often refer to systems that are compiled of a 

set of collaborating systems. In many cases, the complexity is hidden from the user. Behind a simple, intuitive 

user interface, complex interactions take place between systems to deliver the requested output to the user. 

Systems of systems are part of our daily environment (e.g. the internet). 

Building systems of systems for data processing systems is accommodated by network technology, (web) 

standards, etc. Timing of the interactions between the systems is not crucial for these systems. As long as the 

responsiveness is within certain limits and interface protocols are complied with, the system will operate 

satisfactorily.  

Building systems of systems is more complex for real-time systems. In these systems, the total system of 

systems has to meet strict timing requirements, and all of the systems of which the system of systems consists 

also have to meet their own timing requirements. Although the best practices from the data processing domain 

can be applied to ‘real-time systems of systems’, there are additional challenges. 

Technolution has developed SigmaXG® to facilitate the construction of real-time systems of systems. This paper 

gives an overview of the challenges that we are facing and of the solutions that are part of SigmaXG. 

WHAT ARE SYSTEMS OF SYSTEMS? 

Several definitions can be found in the literature. These definitions emphasize an important characteristic: 

systems of systems (SoS) consist of systems that were not initially designed to be part of a SoS. The systems 

from which the SoS is built serve a stand-alone function and can also be used outside the context of the SoS. By 

combining the individual systems, the SoS creates added value that the systems cannot offer by themselves. 

Furthermore, definitions of SoS emphasize that the set of systems that together form an SoS can be changed 

dynamically: systems can be added or removed; systems can be replaced by others. The SoS is able to 

accommodate these changes and adapt its behavior. 
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“A System-of-Systems (SoS) is defined as: A 

configuration of systems in which component systems 

can be added/removed during use; each provides 

useful services in its own right; and each is managed 

for these services. Yet, together they exhibit a 

synergistic, transcendent capability.” 

 

“A capability is the ability to achieve a desired effect 

under specified standards and conditions through 

combinations of ways and means to perform a set of 

tasks. 

A SoS is defined as set or arrangement of systems 
that results when independent and useful systems are 

integrated into a larger system that delivers unique 
capabilities.” 

(United States Air Force Scientific Advisory Board, 2005, p. 3) (Office of the Deputy Under Secretary of Defense for Acquisition 
and Technology, Systems and Software Engineering, 2008, pp. 3-4) 

The definitions of an SoS clearly indicate that an SoS is created by integrating systems that serve a purpose on 

their own into a new system. For the purpose of clarity, we will use the following terminology in this paper: 

 ‘system of systems’ as defined in the definitions quoted above; 

 ‘stand-alone system’ to refer to a system that is used outside the scope of an SoS; 

 ‘component system’ to refer to a system that has become part of an SoS. 

System of Systems

Stand-alone
System

Component
system

Component
system

Component
system

Component
system

 

Since an SoS is created from stand-alone systems, it has specific characteristics which distinguish it from an 

ordinary system. Maier (Maier, 1996, pp. 2-3) gives the following five characteristics of systems of systems: 

 Operational Independence of the Elements: If the system-of-systems is disassembled into its 

component systems the component systems must be able to usefully operate independently. The 

system-of-systems is composed of systems which are independent and useful in their own right.  

 Managerial Independence of the Elements: The component systems not only can operate 

independently, they do operate independently. The component systems are separately acquired and 

integrated but maintain a continuing operational existence independent of the system-of-systems.  

 Evolutionary Development: The system-of-systems does not appear fully formed. Its development and 

existence is evolutionary with functions and purposes added, removed, and modified with experience.  

 Emergent Behavior: The system performs functions and carries out purposes that do not reside in any 

component system. These behaviors are emergent properties of the entire system-of-systems and 
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cannot be localized to any component system. The principal purposes of the systems-of-systems are 

fulfilled by these behaviors.  

 Geographic Distribution: The geographic extent of the component systems is large. Large is a nebulous 

and relative concept as communication capabilities increase, but at a minimum it means that the 

components can readily exchange only information and not substantial quantities of mass or energy. 

The relevance of these characteristics varies depending on the way an SoS has been created. In all cases, these 

characteristics bring specific challenges to SoS engineering. 

Some SoSs have been built with a clear plan in mind to integrate systems from multiple vendors into an SoS. 

Although the component systems primarily serve their own purposes, interface standards have been defined 

and the overall architecture of the SoS has been designed to facilitate the integration of the component 

systems into a pre-planned SoS. In these pre-architected SoSs, the characteristics given by Maier may be less 

obvious, but they are still applicable. In all cases, the SoS’s characteristics significantly complicate the task of 

engineering an SoS. (Office of the Deputy Under Secretary of Defense for Acquisition and Technology, Systems 

and Software Engineering, 2008, pp. 11-14) has shown how engineering systems of systems differs from 

engineering stand-alone systems: 

 multiple stakeholders, possibly with different ambitions; 

 more complex governance; 

 the operational objectives of the SoS may not be aligned with the operational objectives of the 

component systems; 

 the component systems have their own lifecycles: some may be legacy systems, some may be new 

developments; 

 testing and releasing an SoS is more complex, given the complexity of synchronizing across the 

lifecycles of the component systems; 

 the flow of data, control and functionality has to be optimized to meet the objectives of the SoS, while 

also meeting the requirements of the component systems; 

 the overall performance of the SoS needs to be balanced with the performance of the individual 

component systems. 

The approach to engineering an SoS depends to a large extent on the presence of a central authority in the 

specific SoS: is there an entity that can make centralized decisions and can manage the overall SoS? To 

distinguish the roles of pre-architecting and of a central authority in an SoS, Maier (Maier, 1996, pp. 3-4), has 

identified three types of SoSs: 

 Virtual: these are SoSs without a central management authority and without a predefined, centrally 

agreed purpose. The SoS provides desirable behavior but must rely on relatively invisible and 

undefined mechanisms to maintain it. 

 Voluntary/Collaborative: The components systems collaborate more or less voluntarily. Based on 

standards and some central authorities, collaboration is facilitated. The central authorities do not have 

coercive powers and the component systems are not managed by a central authority. 

 Directed: these are SoSs which have been defined and built to fulfill specific purposes. These SoSs are 

centrally managed to deliver their operation. The component systems do operate outside the SoS, but 

their normal operation is subordinate to the centrally managed purpose of the SoS. 

In directed SoSs, the central authority has the responsibility and the position to address the issues that are 

crucial for the overall performance and functionality of the SoS. In collaborative SoSs, the central authority can 

set standards and performance certification tests to assure that the basic interoperability requirements are 

likely to be met. In virtual SoSs, there is no authority is and it is the community that has to assure that the SoS 

functions well. The appropriate level of central control has to be chosen depending on the criticality of the SoS.  
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CHALLENGES IN REAL-TIME SYSTEMS OF SYSTEMS 

One of the main challenges when building an SoS is to assure that the overall system will continue to function if 

component systems are changed, removed or added etc. For a real-time SoS, this is even more of a challenge: 

 A real-time SoS often performs a control function. Based on inputs from all kinds of sensors and 

component systems, it controls equipment with real-time control characteristics. This means that 

guaranteed timing is crucial in real-time SoSs. Timing and performance are always a challenge, even in 

architectures for stand-alone systems. For a real-time SoS, this challenge is even more complex. 

 Since a real-time SoS often performs a control function, there often is a safety aspect that has to be 

considered. Assuring the safe operation of an SoS is complex, especially for a collaborative and virtual 

SoS. In a directed SoS, it is clear that the central authority has the responsibility to assure safe 

operation. To achieve this, the central authority will impose requirements on the component systems. 

Assuring that these requirements are adequate to assure safe operation of the system is complex, but 

is essentially comparable to assuring the safety of any extensible, complex stand-alone system. 

In collaborative and virtual SoSs, the role of the central authority is less dominant or even absent. 

 Any SoS is susceptible to incorrect behavior of component systems. If one of the component systems 

malfunctions, the overall functionality of the SoS should not collapse. The architecture has to be 

designed for robustness. Another aspect is added to this puzzle in a real-time SoS: timing. The overall 

timing has to be maintained even when one of the component systems malfunctions. As in the other 

cases, in directed systems it is the responsibility of the central authority to address this. 

Controlling the timing of an SoS creates extra challenges for the SoS architect. One thing that he has to ensure 

is that is no confusion about the timeliness of the data flowing through the system. Synchronization of the 

system clocks and timestamping of the information are aspects that need explicit attention in SoS 

architectures. 

EXAMPLES OF SYSTEMS OF SYSTEMS 

To illustrate the concept of real-time SoSs, we will now discuss some examples: 

 operating theaters and cath labs; 

 control rooms; 

 combining MRI scanners with interventional systems. 

This list can be easily extended: smart energy grids (Chandy, Gooding, & McDonald, 2010), combat systems 

(e.g. (United States Air Force Scientific Advisory Board, 2005)), systems for cargo management, high-way 

systems, in-car and in-flight mission critical systems, air traffic systems, smart buildings, supply chain 

management, ‘cities of the future’, etc. An overview of the relevance of systems of systems can be found in the 

report from a workshop on systems of systems organized by the European Commission (DG INFSO G3, 2009). 

OPERATING THEATERS AND CATH LABS 

The amount of equipment needed in operating theaters and cath labs is growing rapidly. More advanced 

procedures are possible, improving the quality of care. As the amount of equipment increases, the number of 

user interfaces increases as well, resulting in a user experience that is not optimal. The user has to enter 

patient data multiple times, the number of displays increases, multiple mice and keyboards are needed etc. 

To improve the user experience, the hospital (or the equipment vendor) will connect the systems involved in 

performing the clinical procedure. Initially the systems will exchange relatively simple data: selecting the 
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patient from the work list on one device and automatically updating the patient selection on other systems, 

adding buttons to a system to start functions in another system, etc. This can be facilitated by defining 

proprietary interfaces or by industry standards. 

Adding interfaces to automate part of the workflow in operating theaters and cath labs is a first step towards 

building an SoS. The next steps are more challenging: 

 Integrating the user interfaces of the equipment. 

Large, high resolution displays (UHD/4K) are commercially available. With these displays, the user 

interfaces of multiple devices can be flexibly combined in one or two displays which can be operated 

with one mouse/keyboard (or more if the operator wants to). Since hand-eye coordination is crucial, 

integrating the video should not add significant latency. 

 

In addition to integration of user interfaces, the distribution of user interfaces is also valuable. In this 

environment, procedures are typically performed by teams. Team members work from multiple 

locations around the patient. The systems themselves are typically not in the center of their attention, 

the patient is! Team members therefore want to be able to access all relevant information and tools at 

the most convenient location. Flexibly bringing information and user interfaces to multiple working 

locations enhances the quality and efficiency of the clinical procedure. 

 

In addition, it is necessary to be able to bring video and audio from the operating theater/cath lab to 

external locations. Hospitals want to distribute the video to class rooms for training and educational 

purposes. And hospitals want to bring video and audio to experts in their offices for consultation 

during procedures. 

 

What is needed are solutions for flexible, low-latency, high-quality video/USB/audio distribution.  

Image quality cannot be compromised when building an SoS for this application.   

 

 Exchanging real-time information between the systems, such as live images, measurements etc. 

Imaging equipment is used during a procedure in an operating theater/cath lab (X-Ray, ultrasound, 

endoscopes etc.). Combining live image streams from the imaging equipment creates powerful new 

tools. In some cases, the systems need to exchange raw images (for instance directly from the X-ray 

detector); in other cases, the processed images need to be exchanged. What is needed is flexibility to 

select the data and to distribute it from the imaging equipment to other equipment in the SoS. 

Furthermore, the system configuration has to be flexible: equipment may be connected during the 

current procedure, but it has to be possible to disconnect it during the next without disrupting the 

functionality of the SoS. 

CONTROL ROOMS 

In control rooms, large volumes of (video) data are combined into multiple workplaces. The exact configuration 

of the workplaces varies per application, but a general observation is that data coming from many sources and 

equipment delivered by multiple vendors has to be combined. An operator in a control room needs data from 

many systems to be integrated into a user interface from which he can control multiple systems. 

When the amount of data/video becomes too large to be handled by a human operator, the combined system 

can become ‘smart’: functionality will be added to the system to analyze the input data and to give automatic 

alerts when certain conditions have been met. Information from multiple sources can be combined.  
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The control room turns into an SoS: multiple systems can be controlled from a combined user interface, and 

data from multiple systems is being processed by ‘smart nodes’ to support human decision making.  

Based on the information available in the SoS, the system can also perform all kinds of control tasks 

autonomously. What is vital is that the system can depend on it that the information it gets is up-to-date. This 

emphasizes the need for the timeliness of the information. Step-by-step the overall system will grow into an 

SoS with demanding real-time characteristics. 

COMBINING MRI SCANNERS WITH INTERVENTIONAL SYSTEMS 

The parties involved in the ITEA SoRTS project (ITEA SoRTS, 2015) (https://itea3.org/project/sorts.html) (Elekta, 

Philips, Utrecht University and Technolution) are building a system which combines an MRI scanner with 

medical equipment for cancer treatment (HIFU, brachytherapy and radiation therapy). The component systems 

are being built and marketed by different manufacturers of medical equipment. 

The project’s ambition is to use live imaging from the MRI scanner to control the interventional equipment. 

Since tumors are not fixed inside the human body, they will move during the treatment (caused for instance by 

breathing or bowel movement). If live MRI images can be used to trace the movements of the tumor, the 

treatment can be pointed more accurately at its target. For the system to function, real-time exchange of MRI 

images and real-time control of the therapy system has to be combined with complex image processing. To 

optimize the user experience, the user interfaces of the MRI, the therapy system and the image processing unit 

will be combined in one workplace (one or two high-resolution displays, one mouse and keyboard to control all 

systems).  

This is a typical example of a directed SoS. The correct operation of the system is clearly safety critical. 

Therefore, one party will take overall responsibility for the resulting SoS before it will be put on the market. The 

parties have analyzed the required interactions between the MRI scanner and the cancer treatment 

equipment: the data that must be exchanged and the required timing have been defined. Starting from the 

available systems, the required modifications are defined and a top-down systems architectural approach is 

used to create the combined system. 

ARCHITECTURAL APPROACHES  TO SYSTEMS OF SYSTEMS 

To meet the requirements of real-time SoSs, the overall system architecture should consider a number of 

approaches: 

 Decoupling of specific interfaces. 

Since the component systems will stem from various sources, it cannot be assumed that they will all 

comply with a single interface standard. Therefore, some sort of intermediate form has to be defined 

for the information to be exchanged among the systems. This could consist of existing standards onto 

which all information that is not compliant with these standard will be mapped. But it could just as 

easily be an internal standard specifically defined for the SoS. To be independent from external 

factors, the architecture should assume as little as possible about the external world: the SoS should 

be designed on the assumption that all external inputs and outputs have to be transformed into the 

internal information structures.  

 

 Design for low-latency and timing control. 

Timing is a crucial factor in real-time SoS design. The first requirement is that the infrastructure 

connecting the systems is very fast and will not cause significant delays. But, probably more 

importantly, whatever delay is caused should not vary. The architecture has to ensure that data will be 

https://itea3.org/project/sorts.html
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exchanged with a low and fixed latency. 

If the latency of the data cannot be always exactly the same, the architecture has to ensure that all 

data is timestamped and that all systems have synchronized clocks. 

 

 Extensibility. 

Given the definition of a system of systems, it is clear that its system configuration will not be stable 

during the whole lifecycle of the system. Systems will be added, others removed, others again will be 

updated etc. The architecture has to provide functionality supporting the need for extensibility. 

In a directed SoS this can be part of the central management functionality. In this case, new systems 

can be registered by the central operator; updates can be registered, etc. In non-directed SoSs, this 

approach is not viable. We think therefore that the architecture should provide functionality 

supporting a more distributed approach in which nodes can report their configuration when it is 

changed, new nodes will announce themselves and nodes can query all other nodes to identify 

themselves. Based on this distributed approach, a central management function can be implemented 

if needed. 

 

 Flexibility. 

Since a SoS is not fixed during its lifecycle, the connections between the systems from which it is built 

will also change over time. An architecture for building SoSs has to support the creating and removing 

of connections in a flexible way. 

SigmaXG 

Technolution is a company that develops products and solutions for customers in a wide range of markets. In 

these markets we perform projects and we design and deliver products. Although the markets we operate in 

are different in many respects, we see that integration of stand-alone systems into (real-time) systems of 

systems is a trend in most of them. We are working on system-of-systems solutions for healthcare, for traffic 

management control rooms, for collaborative driving, for smart energy grids, for sensor clouds, etc. To leverage 

the common trend in these markets, we have built SigmaXG. 

SigmaXG is Technolution’s solution to the challenges of building real-time systems of systems. Based on 

network technology (1GbE, 10GbE or faster), SigmaXG allows you to flexibly distribute video/audio. It allows 

you to control your equipment from any location on the network with transparent USB. SigmaXG comes with 

the standard interfaces that are to be expected. We can add the additional interfaces needed for your 

application in consultation with you. 

Our motto for SigmaXG is: “Control Anywhere”. With SigmaXG, you are in control.  
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This figure provides an overview of the functionality 

of SigmaXG: 

 SigmaXG offers an Ethernet-based solution 

for high-speed exchange of data between 

systems. 

 Cameras or other sensors can be connected 

to the network. Data/video can be sent to all 

connected systems on the network. 

Interface modules are available for video., 

Interface modules can be designed for 

application-specific data. 

 Data from the SigmaXG network can be 

stored on storage nodes connected to the 

network.  

 Data from the SigmaXG network can be sent 

to processing nodes connected to the 

network. SigmaXG supports multicasting. 

 Video/user interfaces can be distributed and 

combined over the SigmaXG network 

(including transparent USB over the 

network). 

 Video can be compressed and streamed to 

the intranet or internet. 
 

LOW-LATENCY VIDEO/AUDIO STREAMING 

SigmaXG offers interface modules to capture video streams from component systems and to distribute these 

over the SigmaXG network with extremely low-latency. Depending on your application, video can be 

distributed uncompressed or compressed. SigmaXG supports resolutions up to UHD/4K with a latency  of less 

than 1ms. 

SigmaXG transparently supports all commonly used video interfaces (DVI, DP, HDMI, SDI, and VGA). Because it 

conforms to the industry standards for video, SigmaXG can be connected to all systems. You can connect a 

wide range of displays and video sources. Your equipment with DVI output can be connected seamlessly with 

your new 4K displays. 

FLEXIBLE ROUTING AND MULTICASTING 

SigmaXG provides flexible video routing. Video from any source on the SigmaXG network can be sent to any 

display or system on the SigmaXG network. SigmaXG supports multicasting: you can send video from any 

source to multiple outputs simultaneously. 

TRANSPARENT USB 

SigmaXG interface modules not only capture and distribute video. They also have USB interfaces. SigmaXG 

distributes USB over the network using an internal representation. This allows you to connect a USB mouse and 

keyboard over the network to any computer connected to the SigmaXG network. The connection is completely 
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transparent: the computer you connect to will treat the mouse and keyboard as if they were connected directly 

to its own USB ports. The connection is fast and you won’t notice that you are working over a remote 

connection. 

The USB connection can be switched flexibly. You can disconnect from one computer and connect seamlessly 

with any other computer on the network.  

The USB connection supports mouse and keyboard, but also many other USB devices  such as printers, 

scanners, storage devices etc. 

This combination of flexible video routing and transparent USB routing is what we call: “Control Anywhere”. 

WEB ACCESS 

If you want to make video available outside the SigmaXG network, SigmaXG offers a network node that can 

take any video stream on the network and make it available (compressed) on an external web interface. 

MIXING 

A mixer can be connected to the SigmaXG network that takes multiple video streams and combines them into 

the same user interface. The mixer will also set up the USB connections for mouse and keyboard to the 

corresponding component systems, allowing you to control them from the combined user interface. 

STORAGE AND PROCESSING 

Once SigmaXG has put your video (or other data) onto the network, it can also send it to two special types of 

nodes: 

 A storage node that can store up to 10Gb per second. 

This node is not meant to be used as permanent storage, but as a buffer for temporary storage of your 

data on SSDs. This can be used, for instance, to store the raw data from your data acquisition system. 

 A processing node to perform processing tasks on your data. This could be any type of processing: 

noise reduction, image enhancement, image analysis, etc. 

With the flexible routing functionality of SigmaXG, you can send your data to output nodes, storage nodes and 

processing nodes simultaneously and you can dynamically select the routing you want, based on your 

application status. 

TIME SYNCHRONIZATION 

In real-time systems, timing is of crucial importance. Therefore SigmaXG has been designed with low latency in 

mind. Low latency was one of the key design drivers for SigmaXG. 

In addition, SigmaXG uses IEEE15888 - Precision Time Protocol (IEEE, 2008) to synchronize the clocks of the 

connected modules. 

API 

Since you know best what your application domain needs, SigmaXG comes with an API for application 

development. With this API, you can build your own applications to control the functionality of the SigmaXG 

network. 
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DISTRIBUTED CONTROL/DEVICE DISCOVERY 

SigmaXG has been designed with extensibility and robustness in mind. It therefore does not have a central 

authority that manages the overall status of the system. Control in the system is distributed. 

With the API you can query the network for the connected devices, and new devices will announce themselves 

on the network. If you prefer, you can easily build your own central authority with the API, based on the 

application requirements of your application domain. SigmaXG has been designed to put you in control. 

CONCLUSION 

Real-time systems of systems pose specific challenges to overall systems architecture. Compared to non-real-

time systems of systems, the architect of a real-time system of systems has to deal with timing constraints and 

large data volumes, combined with the flexibility and extensibility that are necessary.  

Given the wide range of application domains that exists for real-time systems of systems, there is no silver 

bullet. A number of requirements apply to real-time SoS architectures in general: 

 low latency, predictable communication between the systems; 

 clock synchronization and timestamping of data; 

 interface modules (software or hardware) to decouple the internal data representation from external 

systems; 

 functionality to discover the actual system configuration. 

With SigmaXG, Technolution offers a platform for building real-time systems of systems. Out of the box, 

SigmaXG offers the functionality to integrate user interfaces and to distribute user interfaces and information 

from the component systems to multiple workplaces. In addition, SigmaXG offers the infrastructure for high-

speed data distribution, storage and processing. SigmaXG offers flexibility and the API to set up your system 

configuration. 

With SigmaXG, Technolution puts you in control. 
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